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1.1 #hA

1 LA

ZSEHA T P RYIER 2] ML302 SSL INZAItEXRE<, FTIESER SSLINEMN. EREE
T, ATHEREER), RESFIEFPIZEIBENZLINERISNHT. XETLRILEEESESS
0. ENEhIEEEE. A SSLINEMH TERER I LIBMIRESEE IR 2.

SAFREA T TCPIP B SSL INERIEXIES.
ML302 3559 SSL i) hRAan T,

SSL3.0
TLS1.0
TLS1.1
TLS1.2

SSL 1%k 4

ML302 3NN EA AT,

nE=EH

0x0035

0X0005
0X0004
0X000A
0X002F
0X003D

TLS_RSA WITH_AES 256 _CBC_SHA
TLS_RSA WITH_RC4 128 SHA
TLS_RSA WITH_RC4 128 MD5
TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH_AES 128 CBC_SHA
TLS_RSA WITH_AES_256_CBC_SHA256
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2 IBSIFRE

2.1 AT+QSSLCFG SSL fic&

AT +QSSLCFG
73

Witan <
AT+QSSLCFG=?

S L TXHEE
AT+QSSLCFG="ctxindex",
< ctxindex>

B SSL kRAs
AT+QSSLCFG="sslversion” <
ctxindex>, [<sslversion>]

ECEZREM

AT +QSSLCFG="ciphersuite”,
<ctxindex>, [<list of supported
<ciphersuite>s>]

EEIMEER
AT+QSSLCFG="seclevel”,
<ctxindex>, [<seclevel>]

ECERIEPRIEER
AT+QSSLCFG="cacert”,
<ctxindex>[<cacertname>]

MR :

+QSSLCFG: “type”,(0-5),'value”

OK

MR :

+QSSLCFG: <ctxindex>,<sslversion>,<seclevel>, <
ciphersuite>, <cacert>, <clientcertname >, <clientkeyname>
OK

ERROR

MR -

OK

ERROR

WMNRHEE=1/S8, WEiF sslversion”{H
+QSSLCFG: “sslversion”, <sslversion>

OK

MR :

OK

ERROR

MREMWB=ASH, WEG ciphersuite”(&
+QSSLCFG: " ciphersuite”, < ciphersuite >
OK

iRz -

OK

ERROR

MREEEHE=ASE, WEiH" "seclevel"E
+QSSLCFG: “seclevel” < seclevel >

OK

MR :

OK

ERROR

NEEEE=/1 S, WEF" "cacertname”(#
+QSSLCFG: “cacert”, <cacertname>
OK
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AT+QSSLCFG
Bk (ELW)

EEEFIRIEPHIEE
AT+QSSLCFG="clientcert”,
<ctxindex>, [<clientcertname>]

EEEFIRZANEE
AT +QSSLCFG="clientkey”,
<ctxindex>, [<clientkeyname>]

B ERE2HE RTC B3E
AT+QSSLCFG="ignorertctime”
[,<ignorertctime>]

EEEEHEE HTTPS S
AT +QSSLCFG="https"
[,<httpsenable>]

EeE HTTPS {ERAY SSL LT ID 5
AT +QSSLCFG="httpsctxi"
[, <httpsctxindex>]

EAKIREE
an SR

Nz :
OK
ERROR

MNREHEE=N2SE, WEi"clientcertname”{E
+QSSLCFG: “clientcert”, < clientcertname>

oK

MR :

OK

ERROR

WMREEE=SE, WEiF clientcertname”{®
+QSSLCFG: “clientcert”, < clientcertname>

OK

MR -

OK

ERROR

MREEE-NSE, WEiF ignorertctime”(H
+QSSLCFG: "ignorertctime”, <ignorertctime >
OK

iRz -

OK

ERROR

MREEEZANSE, NER" https"(E
+QSSLCFG: "https”, <httpsenable >
OK

MR -

OK

ERROR

MREEEANSE, WEF httpsctxi”(E
+QSSLCFG: "httpsctxi”, <httpsctxindex>
OK

300s

It at s SFATFECE SSLIRA., BNEMH. 285, CAIER. EFWIER. ZEFinEHE. rtcEHEZEE. http/https,

XESHEEEFIEPER.
SR

<ctxindex>

SSL EFx2id



SRRPAER R B PR E]

AT+QSSLCFG
Sk

<sslversion> ss| TiFRA

[d W N = O

<ciphersuite> ¥/, EEZEEMN
0X0035

0X002F

0X0005

0X0004

0X000A

0X003D

OXFFFF

<seclevel> IATEE4;

0

1

2

<cacertname>

FRIE, RS CAIEBERE,
<clientcertname>

FRIEE, BRIREBEE
<clientkeyname>

FRIER, BRRERRE
<ignorertctime> 27728 RTC Adja)
0

1

<httpsenable> {&E8g HTTPS
0

1

SSL3.0
TLS1.0
TLS1.1
TLS1.2
ST

TLS_RSA_WITH_AES 256 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_RC4 128 SHA
TLS_RSA WITH_RC4 128 MD5
TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH_AES 256 _CBC_SHA256
XIFN ERTEMEEY (FA)

TSR KIE
ARSS R ARIE
ARSSREANZ= Fim A3 IE

%7 HTTPS
fERE HTTPS

<httpsctxindex> HTTPS {#AA9 SSL X ID

0-5
&

SSL EFX IDSEE

MRLERESHWIE, WARELRSHIE, WRSRERSHSMHIIE, VEERERSE CAIED. MREE TR
SHENEFIRSMIE, WEERERFWIER. RSEE CAIEBIIEFIRFAE,
IR5588 CA IEBERIZ A" /caCrt.pem”, BFIRIEBEERA" /clientCrt.pem”, EFIHZHHIREA" /privateKey.pem”

]|
AT +QSSLCFG="seclevel",0,2
OK
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2.2 AT+QSECWRITE iFINEB =848

AT +QSECWRITE

Bk
MR :
3 |‘ DN
L5 +QSECWRITE:(0~2)
AT+QSECWRITE="?
OK
MR :
E%:
>
BREGRS BNEEE, ctrl+zBH
AT+QSECWRITE=<crtflag> +QSECWRITE: <uploadsize>,<chacksum>
OK
§EiR:
ERROR/+CME ERROR: <err>
RANIRAYE 1000ms

an SR
SR TEARESR. BRER CAERRNZING. IEBMERELINEN AR FEEXLEEES, RS
BRFE, ENLENPEREGE, MAREFTHEIREM. BEE, ERNERSERZE, MREBEFE, 15
Feilbk.
SR

<crtflag>

0 28 CAEB

1 REZFiRIED

2 REZFinZH

<uploadsize>

SANNEIEKE

<checksum>

RIGFN

&if

RAGFITES TN :

— RIRAIR 16 AN, EIEERE TSR — N RS TRRES, RRENRTBIEE 000,
Chacksum=(data[0] < <8 | data[1]) XOR (data[2]< <8 | data[3]) XOR ... (data[2x-1]< <8 | data[2x])

- HIBREAEUER:
Chacksum=(data[0]< <8 | data[1]) XOR (data[2]< <8 | data[3]) XOR ... (data[x]< <8 | 0x00)

Al

AT+QSECWRITE=0
>

<Input the data>
+QSECWRITE: 1388,384a
OK

& i2en °
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2.3 AT+QSECREAD &iffiFHak & 5Ar9BeFn

Bk
. MR :

Lol T +QSECREAD: (0~2)
AT+QSECREAD=?

OK

Nl iz :
BERS +QSECREAD: <good>,<checksum>
AT +QSECREAD= <crtflag> OK

ERROR/+CME ERROR: <err>
EAIRRATE 300ms

St

A S ENANEREE ZRAVRISF]. 1BIY qsecwrite HEIFRBERZART, S REISEMIEBEZHNRLEH, EHhT
gsecread Zf5, gsecread EERITEIERHZPRIRIGH, REEIHRIHS gsecwrite FFHERIRIGFIATLLE, W
REe(ZERE, IEBHZRRERN, SR RRER.

Sk

<crtflag>

0 RE CAUEPR

1 REEFmIED
2 REEFIHmEA
<good> {ERIEPEEBERER.

0 HiR

1 I
<checksum>

REGFN

)

AT+QSECREAD=0
+QSECREAD: 1,553f
OK

& i2en i
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2.4 AT+QSECDEL HIERIEHsEER4E

MR :
I D
LS +QSECDEL:(0~2)
AT+QSECDEL="?
OK
MR :
[Tt i
AT +QSECDEL=<crtflag>
ERROR/+CME ERROR: <err>
EXAIERATE 300ms

Ltan< AR EERSIE R EE R,

<crtflag>

0 RE CAIEH

1 IREEFImIES
2 REEFIWZHR

AT+QSECDEL=0
oK
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2.5 AT+QSSLOPEN E37ThINZIEIE

AT +QSSLOPEN

Bk
N -
iten S +QSSLOPEN: <ssid>, <ctxindex>,<ipaddr/domain
AT+QSSLOPEN=? e>,<port>,<connectmode>[,<timeout>]
oK
BWS MRz -
AT+QSSLOPEN? oK
MR :
RIn:
[T =2 oK
AT+QSSLOPEN=<ssid>,
. . . Kg:
<ctxindex>,<ipaddr/domainname>,
. ERROR/+CME ERROR: <err>
<port>,<connectmode>[,<timeout>]
PITERIS IR URC:
+QSSLOPEN: <ssid>,<connectcode>
SR
Itan$iEE TCP AliE I —RINFEREA T REEIEER.
SHiEir
<ssid> EEZFE
0-5 ERFSEE
<ctxindex> SSL -3 ID
0-5 SSL ET3Z ID 5B

<ipaddr/domainname>

FRIER, IRSSERHEE

<port>

maS

<connectmode> {EHIET

(] EEE

1 &t
<timeout> #BATAT|E

10-300 (s, EKiA 90s) ERTRT A B
<connectcode> IR[E|£5ERD

0 225

-1 Hix

22 Socket E# 5
)
AT+QSSLOPEN=0,0,"www.iottest.work",443,0

OK

+QSSLOPEN: 0,0

& i2en )



PRI BIRAE]

2.6 AT+QSSLCLOSE X Annss s

AT+QSSLCLOSE
o mE
MikdnS
+QSSLCLOSE: (0-5)[,(0,1)]
AT+QSSLCLOSE="?
OK
=3 N <
AT+QSSLCLOSE? OK
MR :
BREGS [5Aan B
AT+QSSLCLOSE=<ssid> CLOSE OK
[,<closetype>] £
ERROR/+CME ERROR: <err>

Ithas < RS R AR ERINEER.

<ssid> EERS
0-5 EEFSEE
<closetype> {REES#]

0-1 REBSECEE

AT +QSSLCLOSE=0
oK
0,CLOSE OK

P\ TEBY 14
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&

2.7 AT+QSSLSEND B MNZBEEAIE Lz

i&iE
e WA
LS + QSSLSEND: (0-5)
AT+QSSLSEND=?
oK
=11 N 2
AT+ QSSLSEND? oK
MR :
REIN:
>
BMASURE, RE'CTRL+Z"&i%, SE@E ESC'BUEAIX
i e o1
AT+QSSLSEND= <ssid>
BiEKM:
SEND FAIL
KM

ERROR/+CME ERROR: <err>
Sk
LA SBITIEE —REREVAIINEZEERXEIE. BABSEHIN >, AT sendbox PEINERXRIELE, &
CTRL+Z Ki%,
SR
<ssid> EHEFS
0-5 EEFSEE
)
AT+QSSLSEND=0 /118 ssid 79 0 BUNNE IR REEE
><input send data><CTRL+Z>
SEND OK

& i2en )
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2.8 AT+QSSLRECV @i NEiEiEsRBNELE

ZmSHETREEUE, HRAIEIMEEWERNE LR+ QSSLURC: “recv”, <cid>, <ssid>" LRI AT {FFEi%

AT +QSSLRECV

+ QSSLRECV: (0,1),(0-5),(1,1500)

+QSSLRECV: <ipaddr>:<port>,TCP <actuallength> <CR> <LF> <data>

WMRFTEE, BEIEED

ERROR/+CME ERROR: <err>

I}
ZESETFHEEEGE, MEAKRIREEIERNSE IR+ QSSLURC: “recv” <cid>,<ssid>" ILASal{EFEiZ s S1SEEL

A SIEEEE.

iBix

MR :
WikHS :
AT+ QSSLRECV =?

OK
HIHS WA :
AT+ QSSLRECV? OK

MRz :

k)
BRERS OK
AT+QSSLRECV=<cid> <ssid>,
<length> OK

KM
SRR
.
SR
<cid> {(RES¥, WamSIHN
0-1 (REBSECTE
<ssid> EEFE
0-5 ErENE
<length> EHIKE

(1-1460) BEKKESEE

]|

AT+QSSLRECV=1,0,1460

+QSSLRECV: 106.12.79.254:443,TCP434
<This is the recv data>

oK

16
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2.9 AT+QSSLSTATE ZifhEEIRS

AT +QSSLSTATE

Bk

Wikan <

AT+ QSSLSTATE =?
=1L

AT+ QSSLSTATE?

TS
AT+QSSLSTATE

Sk

IS ATEIMBERRE.
Sk

<state> FFFERSL, RPERNRS
"IP INITIAL"

"IP START"

"IP CONFIG"

"IP IND"

"IP GPRSACT"

"IP STATUS"

"IP PROCESSING"

"PDP DEACT"
<socketindex>

EEFS, SEEM 0-5,
<connectiontype> &R
"TCP"

"UDP"

<ipadd>

ITFEIEREEIEN P ik,
<port>
IFEEESEENROS,

MR :

OK

MR :

OK

MR :

[anE

+QSSLSTATE: <state>

+QSSLSTATE:
<socketindex>,<connectiontype>,<ipadd>, <port>,
<socketstatus>, <sslconnectionflag>

OK

K
ERROR/+CME ERROR: <err>

WEatk

BEhiEs

=27

H5E GPRS/CSD 72

Bl EERE

RISA P it (5% AT+QILOCIP #5<)
HARMER

GPRS/CSD 285X

17



SRRPAER R B PR E]

AT +QSSLSTATE

SHmir

<socketstatus> FEFESE; RIRENEERE.
“INITIAL"

"CONNECTING”

"CONNECTED"

"REMOTE CLOSING”

"CLOSING”

"CLOSED"

<sslconnectionflag> I &EEirG
0
1

x5l

AT +QSSLSTATE

+QSSLSTATE:
0,"TCP","106.12.79.254",443,"CONNECTED",1
+QSSLSTATE: 1,"TCP","",0,"INITIAL",1
+QSSLSTATE: 2,"TCP","",0,"INITIAL",1
+QSSLSTATE: 3,"TCP","",0,"INITIAL",1
+QSSLSTATE: 4,"TCP","",0,"INITIAL",1
+QSSLSTATE: 5,"TCP","",0,"INITIAL",1

OK

=S
E&l/
it

W

& i2en *
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2.10 +QSSLURC URC L#k
+QSSLURC JoRFEisin FA0ER HIRIER, BT Rmaal s sirs & ai ot A,

+QSSLURC

+QSSLURC: "recv",<cid>, <ssid> ‘ ZEIEIEUE
+QSSLURC: "close", <ssid> R TR

+QSSLURC 45 EER THER LIRER, AT R e AR SRS E E I FEabRIER.

<cid> (REBSEL, WS THIN

0-1 (REBSECOE
<ssid> EEZEFE
0-5 EEFSEE

7\ PEB 19
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AT+CGDCONT=1,"IP","CMNET"

oK

AT+CGACT=1,1

+CGACT: 1, 1, 10.127.79.43

oK

AT+QSSLCFG="seclevel",0,0

oK
AT+QSSLOPEN=0,0,"www.iottest.work",443,0
OK

+QSSLOPEN: 0,0

AT+QSSLSEND=0

> GET https://www.iottest.work/test.html HTTP/1.1
Host: www.iottest.work

Connection: keep-alive

SEND OK

OK

+QSSLURC, "recv",1,0
AT+QSSLRECV=1,0,1460

+QSSLRECV: 106.12.79.254:443,TCP,434
HTTP/1.1 200 OK

Date: Sat, 12 Oct 2019 01:05:55 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips
Last-Modified: Fri, 22 Feb 2019 07:38:30 GMT
ETag: "72-58276ad682560"
Accept-Ranges: bytes

Content-Length: 114

Keep-Alive: timeout=300, max=200
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8
<html|>

<head>

<title>

IOTTEST

</title>

</head>

<body>

Hello!This is an 10T test webpage!
</body>

</html|>

oK

AT+QSSLCLOSE=0

OK

0,CLOSE OK

3 b1

20
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